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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International $tandards. Draft International
Standards adopted by the joint technical committee are circulated to national adies for voting. Publication as
an International Standard requires approval by at least 75 % of the nationa)bedies 'casting avote.

by national bodies of ISO and IEC.

ISO/IEC 11889 consists of the following parts,
Platform Module:

— Part 1: Overview

— Part 2: Design principle
— Part 3: Structures
— Part 4: Comr@s
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Introduction

Part 1

Trusted Platform Overview

Part 2
Trusted Platform Design
Principles

Part 3 Part 4
Trusted Platform Structures Trusted Platform Commands

part numbering.

ISO Reference TCG Reference

Part 1 Overview Not published

Part 2 Design Principles Part 1 Design Principles
Part 3 Structures Part 2 Structures

Part 4 Commands Part 3 Commands

End of informative comment
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Information technology — Trusted Platform Module —

Part 3:
Structures

1. Scope

ISO/IEC 11889 defines the Trusted Platform Module (TPM), a
computing platforms in general. ISO/IEC 11889 is broken into pa

enables trust in
he role of each

11 Key words

The key words “MUST =D,” “SHALL,” “SHALL NOT,” “SHOULD,”

dnd “OPTIONAL” in this document’s normative
statements are to be i S xe i in RFC-2119, Key words for use in RFCs to Indicate

Requirement Levegls.

1.2 Stateé ‘
Please note a vey
You will encounte Cti inds of text: informative comment and normative statements.

Because most of\the te 5 specification will be of the kind normative statements, the authors
have inforn ine the default and, as such, have specifically called out text of the kind

comment and.highlighting its text in gray. This means that unless text is specifically marked as of
the kind informative comment, you can consider it of the kind normative statements.

For example:

Start of informative comment

This is the first paragraph of 1—n paragraphs containing text of the kind informative comment ...
This is the second paragraph of text of the kind informative comment ...

This is the nth paragraph of text of the kind informative comment ...

To understand the standard the user must read the standard. (This use of MUST does not require
any action).

End of informative comment

This is the first paragraph of one or more paragraphs (and/or sections) containing the text of the
kind normative statements ...

To understand the standard the user MUST read the standard. (This use of MUST indicates a
keyword usage and requires an action).

© ISO/IEC 2009 — All rights reserved 1
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2. Normative references

The following referenced documents are indispensable for the application of this document. For
dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments) applies.

ISO/IEC 8825-1|ITU-T X.690: Information technology — ASN.1 encoding rules: Specification
of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER)

ISO/IEC 10118-3, Information technology — Security techniques — Hash-functions —
Part 3: Dedicated hash-functions, Clause 9, SHA-1

ISO/IEC 18033-3, Information technology — Security techniques — Encry
Part 3, Block ciphers, Clause 5.1 AES

IEEE P1363, Institute of Electrical and Electronics Engineers: Staf S ations For
Public-Key Cryptography

IETF RFC 2104, Internet Engineering Task Force Reques ( 04: HMAC:
Keyed-Hashing for Message Authentication

IETF RFC 2119, Internet Engineering Task Force Reg
for use in RFCs to Indicate Requirement Levels

PKCS #1 Version 2.1, RSA Cryptography Standard.

P1363, except for section 7.2 that defines
TPM.

algorithms —

ent is superseded by
ature scheme in use by the
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